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Hostile Vehicle Mitigation -

How can we do it safely in a central city environment?
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Hostile Vehicle Mitigation -

• What is it?
• Why will we do it?
• Where will we do it?
• How do we do it?
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Gunnebo’s Hostile Vehicle Mitigation solutions include; vehicle security barriers, road blockers, security bollards
and sliding automatic gates.
Our specialist HVM solutions have been successfully impact tested to PAS 68, IWA 14-1 & ASTM F2656 and are designed to protect
perimeters and access points of critical infrastructure & public places including airports, oil & gas, financial institutes, government
buildings, data centres, military bases, stadia and shopping malls.

Straight from the Gunnebo Website

Hostile vehicle mitigation is a barrier system designed to prevent a vehicle driving at up to 80km/hr
from passing the barrier.

What is Hostile Vehicle Mitigation?





Why do Hostile Vehicle Mitigation?
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SNUG 2021 Queenstown

NZ Police advised that CCC need to install HVM bollards at the north end of Cashel mall (south of the
Hereford / Oxford Intersection) to prevent an easy target for terrorists.
Hereford / Oxford is a complex site, with multiple challenges.

What issues can you spot in the following site pictures?

Where will we do Hostile Vehicle Mitigation?
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Where will we do Hostile Vehicle Mitigation?
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Where will we do Hostile Vehicle Mitigation?
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Who are the stakeholders?
• NZ Police
• FENZ
• St John
• Tram Operators
• Shop Owner Access
• Mall Store / Restaurant Users
• Courier Access
• Pedestrians
• Drivers
• Cyclists

How will we do Hostile Vehicle Mitigation?

Ability to control access
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28 Page document detailing
all aspects of how the system
operates.
Includes 8 pages of details on
operation from each type of
user.
Then 5 pages of detailed
flow-charts.
Finishes with the Signal
Controller CIS (14 pages).

How will we do Hostile Vehicle Mitigation?
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How will we do Hostile Vehicle Mitigation?
Timed Bollard Control – Open Bollards (1a)

Timed Bollard Control – Close Bollards (1b)

10am Daily Complete

MC sends ‘Bollard
Raise’ request to
Signal Controller
[MCOP6 pulse]

[SCD6 pulse]

Signal Controller
goes into Isolated

Mode and Cycles to
‘All-Red’ Phase

[F Phase]
[SCSG7 latch]
[MCIP7 latch]

Are the bollards
closed?

MC sends ‘Raise
Bollards’ command

to Bollard Controller
[MCOP2 pulse]

[BCIP11/13 pulse]

Wait 30 sec for
Bollards to

signal ‘Closed’
No

MC = Master Controller
MCIP1 = Input 1
MCOP1 = Output 1

SC = Signal Controller
SCD1 = Detector 1
SCSG1 = Signal Group 1

BC = Bollard Controller
BCIP1 = Input 1
BCOP1 = Output 1

Signals to Return to
Masterlink (normal
operation – Green

for Hereford)

SC sends error
message to MC
[SCSG8 latched]
[MCIP8 latched]

No

MC sends error message to
lock-out tram points and resets

SCSG8
[MCOP9 latched]

[MCOP8 resets after 120 sec]

RTO Operator cal ls contractor
to attend and repair

MC Send ‘Bollard
Error’ email to

signals@ccc.govt.nz

5am Daily Complete

MC sends ‘Open
Bollards’ command

to Bollard Controller
[MCOP1 pulse]

[BCIP11/12 pulse]

Bollards Go Open
and send status

[BCOPY4 100/101]
[MCIP12]

MC sends bollard
status to SC

[MCOP5 latched]
[SCD5 latched]

Bollards Go Up
and send status

[BCOPY7 102/103]
[MCIP12]

MC sends bollard
status to SC

[MCOP7 latched]
[SCD7 latched]

MC triggers Register 1 to
0

[MCReg1=0]]

Is the ‘Police Secure Mode’
active?

[MCOP11 Active]

Yes

No

Is there an active
Emergency Services Open

Call?
[MCOP3 ON]

Yes

No

Bollard Closing
Detail (Pg 5)
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How will we do Hostile Vehicle Mitigation?

Tram Detected on Exit
Camera Complete

MC sends ‘Bollard
Raise’ request to
Signal Controller
[MCOP6 pulse]
[SCD6 pulse]

Signal Controller
goes into Isolated

Mode and Cycles to
‘All-Red’ Phase

[F Phase]
[SCSG7 latch]
[MCIP7 latch]

Are the bollards
closed?

MC sends ‘Raise
Bollards’ command
to Bollard Controller

[MCOP2 pulse]
[BCIP11/13 pulse]

Wait 30 sec for
Bollards to

signal ‘Closed’
No

MC = Master Controller
MCIP1 = Input 1
MCOP1 = Output 1

SC = Signal Controller
SCD1 = Detector 1
SCSG1 = Signal Group 1

BC = Bollard Controller
BCIP1 = Input 1
BCOP1 = Output 1

Bollards Go Up
and send status

[BCOPY7 102/103]
[MCIP12]

MC sends bollard
status to SC

[MCOP7 latched]
[SCD7 latched]

Signals to Return to
Masterlink (normal
operation – Green

for Hereford)

SC sends error
message to MC
[SCSG8 latched]
[MCIP8 latched]

No

MC sends error message to
lock-out tram points and resets

SCSG8
[MCOP9 latched]

[MCOP8 resets after 120 sec]

RTO Operator calls contractor
to attend and repair

MC Send ‘Bollard
Error’ email to

signals@ccc.govt.nz

Tram Operation - Arrival (2a)

Tram Operation - Depart (2b)

Exit Camera sends
tram detected
message to MC

[MCIP2]

Tram Detected on Arrival
Camera Complete

MC sends ‘Bollard
Lower’ request to
Signal Controller
[MCOP4 pulse]

[SCD4 pulse]

Signal Controller
goes into Isolated

Mode and Cycles to
‘Oxford Tce’ Phase

[D Phase]

Has the MC
requested

‘Close’?

[SCSG6 latch]
[MCIP6 latch]

MC sends ‘Open
Bollards’ command

to Bollard Controller
[MCOP1 pulse]

[BCIP11/12 pulse]

Wait 60 sec for
MC to request

‘Close’
No

Bollards Go Open
and send status

[BCOPY4 100/101]
[MCIP12]

MC sends bollard
status to SC

[MCOP5 latched]
[SCD5 latched]

Signals to Return to
Masterlink (normal
operation – Green

for Hereford)

SC sends error
message to MC
[SCSG8 latched]
[MCIP8 latched]

No

MC sends error message to
lock-out tram points and resets

SCSG8
[MCOP9 latched]

[MCOP8 resets after 120 sec]

RTO Operator calls contractor
to attend and repair

MC Send ‘Bollard
Error’ email to

signals@ccc.govt.nz

Arrival Camera
sends tram

detected message
to MC

[MCIP1]

Once D4 has been activated and the SC
steps into intergreen with D-Phase next
to run, SG6 will be set to GREEN as a
signal to the MC that it is now safe to
lower the bollards.
If the SC is already in intergreen to D-
phase, SG6 will be set to GREEN
immediately and a 6sec D-Phase late
start will run, during which time Oxford
Tce (SG3) will be held RED to allow time
for the bollards to lower.

Complete
Until tram detected on Exit

Camera

Yes

Is there an active
Emergency Services Call?

[MCOP3 ON]
Or

Bollards Open on Timer
[MC Register 1 = 1]

Yes

No

Is the ‘Police Secure Mode’
active?

[MCOP11 Active]

Yes

No

Bollard Closing
Detail (Pg 5)
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How will we do Hostile Vehicle Mitigation?

Emergency Services enter
correct code on PIN Pad Complete

MC sends ‘Bollard
Raise’ request to
Signal Controller
[MCOP6 pulse]

[SCD6 pulse]

Signal Controller
goes into Isolated

Mode and Cycles to
‘All-Red’ Phase

[F Phase]
[SCSG7 latch]
[MCIP7 latch

Are the bollards
closed?

MC sends ‘Raise
Bollards’ command
to Bollard Controller

[MCOP2 pulse]
[BCIP11/13 pulse]

Wait 30 sec for
Bollards to

signal ‘Closed’
No

MC = Master Controller
MCIP1 = Input 1
MCOP1 = Output 1

SC = Signal Controller
SCD1 = Detector 1
SCSG1 = Signal Group 1

BC = Bollard Controller
BCIP1 = Input 1
BCOP1 = Output 1

Bollards Go Up
and send status

[BCOPY7 102/103]
[MCIP12]

MC sends bollard
status to SC

[MCOP7 latched]
[SCD7 latched]

Signals to Return to
Masterlink (normal
operation – Green

for Hereford)

SC sends error
message to MC
[SCSG8 latched]
[MCIP8 latched]

No

MC triggers output to lock-out
tram points and resets SCSG8

[MCOP9 latched]
[MCOP8 resets after 120 sec]

RTO Operator calls contractor
to attend and repair

MC Send ‘Bollard
Error’ email to

signals@ccc.govt.nz

Emergency Services Operation – (Remote) Arrival (3a)

Emergency Services Operation - Depart (3b)

PIN Pad sends close
bollard message to

MC
[MCIP3]

Emergency Services
Operator triggers bollard
opening on console tablet

Complete

MC sends ‘Open
Bollards’ command
to Bollard Controller

[MCOP1 pulse]
[BCIP11/12 pulse]

Bollards Go Open
and send status

[BCOPY4 100/101]
[MCIP12]

MC sends bollard
status to SC

[MCOP5 latched]
[SCD5 latched]

MC triggers output to
lock-out tram points

[MCOP9 latched]
MC triggers output to

activate PIN Pad
[MCOP3 latched]
Update Status on
console display

Bollard Control
Service demands

bollard lower

Wait 30 min.
Are the bollards still

open?

No

MC Send ‘Bollard Open
Too Long’ email to

signals@ccc.govt.nz
And the emergency

service which opened it

MC Send ‘Bollards
Closed’ email to

signals@ccc.govt.nz
And the emergency

service which opened it

Yes

MC triggers output to
reset tram point lock-out

[MCOP9 off]

Is the ‘Police Secure Mode’
active?

[MCOP11 Active]

Yes

No

* Note that the keypad
will only be operational
when the bollard state
is able to be changed.

Bollard Closing
Detail (Pg 5)
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How will we do Hostile Vehicle Mitigation?

Complete

MC sends ‘Bollard
Raise’ request to
Signal Controller
[MCOP6 pulse]

[SCD6 pulse]

Are the bollards
closed?

Wait 30 sec for
Bollards to

signal ‘Closed’
No

MC = Master Controller
MCIP1 = Input 1
MCOP1 = Output 1

SC = Signal Controller
SCD1 = Detector 1
SCSG1 = Signal Group 1

BC = Bollard Controller
BCIP1 = Input 1
BCOP1 = Output 1

Bollards Go Up
and send status

[BCOPY7 102/103]
[MCIP12]

MC sends bollard
status to SC

[MCOP7 latched]
[SCD7 latched]

Signals to Return to
Masterlink (normal
operation – Green

for Hereford)

SC sends error
message to MC
[SCSG8 latched]
[MCIP8 latched]

No

MC triggers output to lock-out
tram points and resets SCSG8

[MCOP9 latched]
[MCOP8 resets after 120 sec]

RTO Operator calls contractor
to attend and repair

MC Send ‘Bollard
Error’ email to

signals@ccc.govt.nz

Remote Web Operation (RTO or Emergency Services) - Depart (4b)

Remote User logs in, and
triggers access request Complete

MC sends ‘Open
Bollards’ command
to Bollard Controller

[MCOP1 pulse]
[BCIP11/12 pulse]

Bollards Go Open
and send status

[BCOPY4 100/101]
[MCIP12]

MC sends bollard
status to SC

[MCOP5 latched]
[SCD5 latched]

MC triggers output to
lock-out tram points

[MCOP9 latched]
MC triggers output to

activate PIN Pad
[MCOP3 latched]
Update status on
console display

Bollard Control
Service demands

bollard lower

Wait 30 min.
Are the bollards still

open?

No

MC Send ‘Bollard Open
Too Long’ email to

signals@ccc.govt.nz
And the user who

opened it

MC Send ‘Bollards
Closed’ email to

signals@ccc.govt.nz
And the emergency

service which opened it

Yes

MC triggers output to
reset tram point lock-out

[MCOP9 off]

Is the ‘Police Secure Mode’
active?

[MCOP11 Active]

Yes

No

Remote Web Operation – (Remote) Arrival (4a)

Is there an active
Emergency Services Call?

[MCOP3 ON]
Or

Bollards Open on Timer
[MC Register 1 = 1]

Yes

No

Remote User logs in, and
triggers bollard close request

Signal Controller
goes into Isolated

Mode and Cycles to
‘All-Red’ Phase

[F Phase]
[SCSG7 latch]
[MCIP7 latch]

MC sends ‘Raise
Bollards’ command
to Bollard Controller

[MCOP2 pulse]
[BCIP11/13 pulse]

Bollard Closing
Detail (Pg 5)
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How will we do Hostile Vehicle Mitigation?
Bollard Raising Detail (5) [lights and buzzers]

‘Up Close’ detail of how bollard-closing interacts with warning lights and buzzers.

Signal Controller
goes into Isolated

Mode and Cycles to
‘All-Red’ Phase

[F Phase]
[SCSG7 latch]
[MCIP7 latch]

MC sends ‘Raise
Bollards’ command
to Bollard Controller

[MCOP2 pulse]
[BCIP11/13 pulse]

MC sends ‘Bol lard
Raise’ request to
Signal Controller
[MCOP6 pulse]
[SCD6 pulse]

Turn on
warning lights

around
bollards

[MCOP10]

Activate
Warning
Buzzer

[MCOP12]

Wait 3 seconds
before

proceeding
[MCREG2]

* Note Turn off when
bol lards are closed

[MCIP12]

* Note Turn off when
bollards are closed

[MCIP12]

Bollard Closing
Deta il (Pg 5)

Inputs Outputs
1 CCTV1 – Tram Detected Open 1 Bollard Open Button (3 sec)
2 CCTV2 – Tram Detected Close 2 Bollard Close Button (3 sec)
3 Keypad Exit Request – 2 Sec trigger 3 Power to Exit PIN Pad & Emergency

Mode indication
4 Bollard System / PLC Trouble / Fault 4 Bollards want to go down (D4 Signals)
5 Mains Fail (from UPS) 5 Bollards are down (D5 Signals)
6 Signals are ready, you can go down (SG6) 6 Bollards want to go up (D6 Signals)
7 Signals tell me I can go up (SG7) 7 Bollards are up (D7 Signals)
8 Signals have timed out – to long for bollard

status (SG8)
8 Reset signals timeout fault message (D8

Signals)
9 Signals are in FY (SIG FY Relay) 9 Tram Point Lockout (signal to modem)
10 UPS Fault (from UPS) 10 Bollards about to close (in-ground

warning lights)
11 Bollards are Open (Y4 100/101) 11 Police Secure Mode Active

12 Bollards are Closed (Y7 102/103) 12 Bollards about to close (warning alarm)

13 13 Police Secure Mode Active

14 14

15 15

16 16

Registers Timers
1 +/- 1 on Timed Open Period 1 3 second delay for warning alarm
2 Tram Counter 2 30 sec timer for closing confirmation
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How will we do Hostile Vehicle Mitigation?
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Questions?


